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FOREWORD

1. This Advisory Memorandum provides guidance to U.S. Government
departments and agencies regarding the application of Federal Information
Processing Standard (FIPS) 140-1 to the validation of cryptographic modules
which may be used to protect UNCLASSIFIED information within computer and
telecommunications systems that are not national security systems. As noted,
responsibility for establishing security standards for national security systems

sermanis e esporrsndnity-ur {tleiYector-ur Ute 1Tl Security Agency.

2. Issuance of the document represents another step in a continuing effort
to keep departments and agencies apprised of significant information systems
security or information assurance developments which may impact on the
operations and activities of their respective organizations. Consistent with the
existing working partnership, the National Security Agency (NSA) has
coordinated this document with the National Institute of Standards and
Technology (NIST).
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ADVISORY MEMORANDUM
FOR THE USE OF
FEDERAL INFORMATION PROCESSING STANDARDS (FIPS) 140-1
VALIDATED CRYPTOGRAPHIC MODULES IN
PROTECTING UNCLASSIFIED NATIONAL SECURITY SYSTEMS

SECTION I - GENERAL BACKGROUND

1.  FIPS 140-1 specifies the security requirements to be satisfied by a cryptographic
module utilized within computer and telecommunication systems protecting unclassified
information. The security requirements cover areas related to the secure design and
implementation of a cryptographic module to include basic design and documentation, module
interfaces, authorized roles and services, physical security, software security, operating system
security, key management, cryptographic algorithms, electromagnetic interference/
electromagnetic compatibility (EMI/EMC), and self-testing.

SECTION IT - APPLICABILITY AND LIMITATIONS

. FIPS 140-1 pas been made mandatory and binding by the Secretary of Commerce
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4. It must be emphasized that the FIPS 140-1 standard specifies only the security
requirements for cryptographic modules. The standard does not specify product or system level

security requirements, nor does it specify cryptographic interoperability. Similarly, the NIST
FIPS 140-1 CMV Program validates cryptographic modules. This process and associated
certificates should not be viewed as a validation of the non-cryptographic security functionalities
of a security or security-enabled information technology product. Ofien, the security
ﬁmctlonahues in such products such as access control and authentication, are achieved by non-
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SECTION V - CAUTION AND CONCLUSION

9.  Efforts have been ongoing over the past several years by both NIST and NSA to

develop and implement processes for evaluating and validating the security functionalities of both
commercial and U.S. Government produced security and security enabled IT products. There
continues to be a misconception that these processes result in the generanon of a list of products

that when armmired and inctalled nravide cnarantsad casnrito far the




